Installation of OneVision Web Certificate

OneVision offers a customer portal to customers with valid service contract. To prevent misuse and to facilitate the online help-
desk, you need to install a web certificate once, prior to your first visit to the OneVision customer portal.

The URL for the customer portal is: https://service.onevision.com
(please note that cookies have to be enabled; also note thatthe address is “https” and not “http”)

Supported Browsers and OS

Any browser that supports security certificates can be used to access the OneVision customer portal. We tested the most com-
monly used ones. You will find a guideline on how to install the certificate for these browsers in the following sections. If you
want to install the certificate and access the customer portal with other browsers or versions, please contact the OneVision
helpdesk.

The used Operating System is of no importance for accessibility of the customer portal.

Installation Requirements

You need a certificate plus password. OneVision AAW (department “Auftragsabwicklung”, i.e. order processing) sent you an
email that contains an attachment with file extension “.p12". This file is your certificate. For security reasons, the password
thatis required during installation of the certificate is sent separately.

Please start the installation of the certificate only after having received both items.

You may install the certificate on as much machines as required.

Legal Notice

This login certificate and password have been issued exclusively for your company based on your company’s Software Support
and Maintenance Agreement. You are explicitly prohibited from using the web certificate after the expiration of your Software
Support and Maintenance Agreement. Neither login certificate or password are permitted to be transferred to any unauthorized
third party.

You have the sole responsibility for all transactions and declarations, as well as for any use which is conducted under this login
certificate and password. If you suspect misuse of the login certificate and/or password or if the login certificate and/or pass-
word are lost, please notify us immediately. We will be happy to provide you with a new login certificate and password and block
your previous data. In all other respects we refer to the “Legal Notice for the Download Service” thatis available in the customer
portal https://service.onevision.com/index.php?id=93.

Support

If you encounter difficulties in either installing the certificate or in accessing the customer portal due to other reasons, please
contact our helpdesk.

USA & Canada: Support.us@0neVision.com/+1.201.938.0500

UK & Ireland: Support.uk@0neVision.com/+44.24.7632.3180

Latin America: Support.br@0neVision.com/+5511.5504.8220
France&Spain: Support.fr@0neVision.com/+33 141340160

India: Support.in@onevision.com/+91 124 463 5967

Asia Pacific: Support.apac@onevision.com/+65 9699 8395

Germany & Worldwide: Support.ce@0neVision.com/+49 94178004 560
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Installation of Certificate for Windows 7

Double-click the certificate (file extension “.p12"). A wizard will open. Just follow it.

Certificate Import Wizard @

Welcome to the Certificate Import
Wizard

Vo This wizard helps you copy certificates, certificate trust
= lists, and certificate revocation lists from your disk to a
= certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

Certificate Import Wizard ﬁ

Password

Ta maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

["|Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[T Mark this key as exportable. This wil allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Learn more about protecting private kevs

< Back Nex% Cancel

Certificate Import Wizard @

Completing the Certificate Import
Wizard

Y The certificate will be imported after you dick Finish.

— ‘You have spedified the following settings:

(8= i (e A e wie) Automatically determined by t|

Content PFX
File Mame T:\01_Manuals\38_OtherText|

< Back Fi[ﬁ' Cancel

Certificate Import Wizard ﬁ

File to Import

Spedfy the file you want to impart,

File name:

[ Texts D5 Install VWebCer tiicate \OV Certificate-aga0750-15.0 12|l |
Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (P 7B)

Microsoft Serialized Certificate Store ((S5T)

Learn mare about certificate file formats

< Back ” Next%"[ Cancel ]

r "
Certificate Import Wizard @

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

@ Automatically select the certificate store based on the type of certificate

() Place all certificates in the following store

Cettficate store

Browse...

Learn more about certificate stores

< Back. ][ Nent>%‘|[ Cancel

Certificate Import Wizard ﬁ
Ir. :I The import was successful,
LN A
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OndVision

Installation of Certificate for older Windows versions

Open your browser, go to the certificate section and install the certificate. You need to install the certificate into every browser
that you want to use for accessing the OneVision customer portal

Firefox

rDpt'lons ﬁ‘ rw Certificate Manager u_M:' =
E I:l @ F‘g E% @ ﬁ::’-f% Your Certificates | Peoplal ServerslAuthontia:l 0‘thers|

General Tabs Content  Applications  Privacy  Security Sync Advanced

You have certificates from these organizations that identify you:

General | Network | Update | Encryption |

Certificate Mame Security Device Serial Number Expires On )
Protocols 40neVision Software AG
Use 551 3.0 Use TLS1.0 Onevision Secure ... Software Security Device 08:85 12,02.2014

Certificates
When a server requests my personal certificate:

@ Select one automatically () Ask me every time

E\d’iew Ce[tg‘icata_ ] [Eevocatiun Lists ] [ Validation ] [ Security Devices

View... Backup... Backup All... ImEort... Delete...

oK ][ G ][ Help

Internet Explorer

e .
Internet Options M Certificates u

| General I Security | Privacy | Content | Connections | Programs I Advancedl

Intended purpose: [<Nl> v]

Content Advisor

@ Ratings help you contral the Internet content that can be
viewed on this computer.

; Issued To Issued By Expiratio...  Friendly Name
P SctinGs . 16012111 <None>
Certificates E‘aoneviswon Secure C... OneVision Software AG  12.02,2014  Onevision Secur...

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certification| + | *

Use certificates for encrypted connections and identification.

[ Clear 551 state I I Certiﬁmq:i [ Publishers ]

AutoComplete

AutoComplete stores previous entries

% on webpages and suggests matches
for you.

Feeds and Web Slices [ Import[ 5 [ Export... ] [ Remaove
E Feeds and Web Slices provide updated
3

content from websites that can be Certificate intended purposes
read in Internet Explorer and other §
programs. Encrypting File System
View
Learn more about certificates Close

o) o) [ o

Installation of Certificate for Mac

Double-click the certificate file (extension “.p12”). A wizard will open that assists you during installation. You can view previously
installed certificates or type in the required password. Click 0K to complete the installation.
Select the key chain “System” for the OneVision certificate.
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